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Foreword

1. Thishandbook is approved for use by all Departments and Agencies of the Department of
Defense.

2. This handbook isfor guidanceonly. Thishandbook cannot be cited asarequirement. If itis,
the contractor does not have to comply.

3. Thishandbook provides guidance for establishing an effective electromagnetic environmental
effects (E3) and spectrum certification (SC) programthroughout the life cycle of platforms, sys-
tems, subsystems, and equipment.

4. Thishandbook was prepared in accordance with the guidelines of the Standardization Reform
Policy established by the Secretary of Defense.

5. Beneficial comments (recommendations, additions, or deletions) and any pertinent data that
may be of use in improving this document should be addressed to:

Defense Information Systems Agency (DISA)
Joint Spectrum Center (JSC)

Attn: JSC/J5

2004 Turbot Landing

Annapolis, MD 21402-5064

by using the self-addressed Standardization Document Improvement Proposal (DD Form 1426)
appearing at the end of thisdocument or by letter.
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1. SCOPE
1.1 Purpose

This handbook provides acquisition personnel responsible for the design, development, and pro-
curement of Department of Defense (DoD) platforms/systems and subsystems/equipment with the
guidance necessary for achieving the desired level of electromagnetic (EM) compatibility (EMC).
This handbook describes the tasks that should be accomplished to ensure electromagnetic environ
mental effects (E3) control and spectrum certification (SC) procedures are addressed during the
item’sacquisition life cycle.

This handbook is consistent with the policies and procedures of DoD Directives (DoDD) 5000.1,
3222.3, and 4650.1, DoD Instruction (DoDI) 5000.2, and DoD Regulation (DoDR) 5000.2-R. Pro-
visions of this handbook should be used by research, devel opment and acquisition activities, at
appropriate times during the life cycle of any item which emits or which can be susceptible to

el ectromagnetic energy either through intentional antennas or through other el ectromagnetic coup-
ling mechanisms. Essentially, all electronicsitems and many electrical itemsfall into this classifi-
cation. For example, the handbook may be used:

- During acquisition to assure visbility, accountability, and controllability of the E3/SC
effort, aswell asitsintegration into the overall program, or

- During the design process to assure management awareness and cost effective tailoring of
applicable E3 performance requirements and i nterface standards.

This handbook isfor guidance only. This handbook cannot be cited asarequirement. If itis, the
contractor does not have to comply.

1.2 Background

The E3 and spectrum management (SM) disciplines are often represented by different organizations
in Military Agencies, however, there is substantial commonality between the concerns of the two
disciplines. The SM disciplineisinvolved with planning, coordinating, and managing Joint use of
the el ectromagnetic spectrum by systemsthat radiate or receiveradio frequency (RF) energy to en
sure compatible operations. SM includes operational, engineering, and administrative procedures to
accomplish EMC. The E3 disciplineis concerned with minimizing the impact of the electromag-
netic environment (EM E) on equipment, systems, and platforms. The complex military EME is
composed of radiated and conducted emissions from intentional and unintentional radiators, such as
high-powered transmitters from military forces and the civilian infrastructure, electromagnetic
pulse (EMP), lightning, precipitation static (p-static), unshielded cables, and so forth. Theinter-
relationship between E3 and SM isdepicted in Figure 1. Asshown, an overlap occurs, primarily,
with assuring the EM C and preventing el ectromagnetic interference (EMI) with spectrum depend-
ent equi pment.

Theincreasein operational E3 and SM issues have made it necessary for the Director, Operational
1
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Test and Evaluation (DOT&E) to place greater emphasis on these requirements during Devel op-
mental Test and Evaluation (DT& E) and Operational Test and Evaluation (OT& E) events. Joint
and Allied operations have been victimized by E3 problems and SM conflicts between forces that
have resulted in platform loss, reduced mission effectiveness, and increased operational restrict-
ions. Furthermore, deployments of United States (U.S.) military command, control, communi -
cations, computers, and intelligence (C4l) assets to foreign nations have resulted in the denial to
operate these assets and even confiscation due to lack of SC, that is, Host Nation Approval (HNA).
Operational impact assessments of E3 and SM issues need to be accomplished during al life-cycle
phases of the acquisition process and reviewed at each milestone decision point. The DoD can
reduce this negative impact to military operations by ensuring that platform, system, and equipment
limitations and vulnerabilities are mitigated and/or sufficiently documented for the warfighter.

EMC

E3  .zam | SM
CERTIFICATION

FIGURE 1. Spectrum Certification, the Overlap Between E3 and SM.
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2. APPLICABLE DOCUMENTS

2.1 General

The documents listed below are only a portion of those referenced herein. These documents are
the most relevant to fully understand the information provided by this handbook. A detailed biblio-
graphy is presented in Appendix A and in the Engineering Practice Study (EPS) report referenced
herein.

2.2 Government Documents
2.2.1 Specifications, Standards, and Handbooks

Thefollowing standards form a part of this document to the extent specified herein. Unless other-
wise specified, the issues of these documents are those listed in the latest issue of the Department of
Defense Index of Specifications and Standards (DoDISS) and supplement thereto.

Department of Defense

MIL-STD-461 Interface Standard, Requirements for the Control of
Electromagnetic Interference Characteristics of
Subsystems and Equipment

MIL-STD-464 Interface Standard, Electromagnetic Environmental
Effects Requirements for Systems
MIL-STD-469 Interface Standard, Radar Engineering Design

Requirements, Electromagnetic Compatibility

(Copies of the above standards are available from the DoD Single Stock Point, 700 Robbins
Avenue, Building 4D, Philadelphia, PA 19111-5094, tel: 215-691-2179).

2.2.2 Other Government Documents and Publications

The following other Government documents and publications specified herein are referenced solely
to provide supplemental data and are for informational purposes only.

Department of Defense

DoDD 3222.3 DoD Electromagnetic Compatibility (EMC) Program

DoDD 4630.5 Interoperability and Supportability of Information
Technology (IT) and National Security Systems (NSS)

DoDI 4630.8 Proceduresfor Interoperability and Supportability of
Information Technology (IT) and National Security
Systems (NSS)

DoDD 4650.1 Management and Use of the Radio Frequency Spectrum

DoDD 5000.1 The Defense Acquisition System

3



DoDI 5000.2
DoDR5000.2-R

DoDI 6055.11

Chairman Joint Chiefs of
Staff Instruction (CJCSI)
3170.01

CJCSI 6212.01

DOT&E E3 Policy Memo-
randum

EPS0178

Joint Chiefs of Staff (JCS)
Pub. No. 1-02

Standardization Document
(SD)-2
SD-16

Under Secretary of
Defense for Acquisition &
Technology Memorandum

MIL-HDBK-237C

Operation of the Defense Acquistion System
Mandatory Procedures for Major Defense Acquisition
Programs (MDAPs) and Major Automated Information
System (MAIS) Acquisition Programs

Protection of DoD Personnel from Exposure to Radio
Frequency Radiation and M ilitary Exempt Lasers

Reguirements Generation System

Interoperability, and Supportability of National Security
Systems and Information Technology Systems

Policy on Operational Test and Evaluation of Electro-
magnetic Environmental Effects and Spectrum Manage-
ment, dated 25 October 1999

Results of Detailed Comparisons of Individual EMC
Requirements and Test Procedures Delineated in Major
National and International Commercia Standards with
Military Standard MIL-STD-461E

Department of Defense Dictionary of Military and
Associated Terms

Buying Commercial and Non-Developmental Items
Communicating Requirements

Requirements for Compliance with Reform Legislation
for Information Technology (IT) Acquisitions (Includ-

ing National Security Systems (NSS)), dated 1 May
1997

National Telecommunications and Information Administration (NTI1A)

NTIA Manud

Manual of Regulations and Procedures for Federal
Radio Frequency Management

(Copies of DaoD Directives, Instructions, and Regulations, are available from the DoD Single Stock
Point, 700 Robbins Avenue, Building 4D, Philadel phia, PA 19111-5094, tel: 215-691-2179.
Copiesof the NTIA Manual are available from the U.S. Government Printing Office, Superintend-
ent of Documents, P.O. Box 371954, Pittsburgh, PA 15250-7954 or it may be downloaded from
www.ntia.doc.gov/osmh/redbook/redbook.html. Copies of the EPS are available on the DISA/JSC
web site: http://www.jsc.mil/jsce3/emcslsa/library.asp).
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2.3 Non-Government Publications

The following document forms a part of this document to the extent specified herein. This docu
ment which is DoD adopted islisted in the latest issue of the DoDISS, and supplement thereto.

American National Standards I nstitute (ANSI)

ANSI/IEEE C63.14 Standard Dictionary for Technologies of Electro-
magnetic Compatibility (EMC), Electromagnetic
Pulse (EMP), and Electrostatic Discharge (ESD)
(DoD Adopted)

(ANSI/IEEE documents are generdly available for reference from libraries. They are also distri-
buted among non-Government standards bodies and using Federal Agencies. Copies may be pur-
chased from the Institute of Electrical and Electronics Engineers (IEEE), 445 Hoes Lane, P. O. Box
1331, Piscataway, NJ08855-1311, tel: 800-701-4333 or fax: 732-981-9667. Copies are also avail-
able on: http://standards.ieee.org.)
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3. DEFINITIONS
3.1 General

A glossary of acronyms and abbreviations used in this handbook, including the appendices, is
contained in Appendix B of this handbook.

3.2 Definitions

Many of the terms used in this handbook are defined in ANSI/IEEE C63.14, JCS Pub. No.1-02, or
the Do D 5000 series of documents. The following two definitions are repeated herein for ready
reference.

3.2.1 Electromagnetic Environmental Effects (E3)

E3 istheimpact of the EME upon the operational capability of military forces, equipment, systems,
and platforms. It encompasses all electromagnetic disciplines, including el ectromagnetic compati-
bility (EM C)/electromagnetic interference (EMI); electromagnetic vulnerability (EMV); electro-
magnetic pulse (EMP); electronic protection (EP); hazards of electromagnetic radiation to person
nel (HERP), ordnance (HERO), and volatile materials such as fuel (HERF); and natural phenomena
effects of lightning and precipitation static (p-static). (JCSPub 1-02 and ANSI/IEEE C63.14).

3.2.2 Spectrum Management (SM)

SM isthe planning, coordinating, and managing Joint use of the electromagnetic spectrum through
operational, engineering, and administrative procedures, with the objective of enabling electronic
systemsto perform their functionsin the intended EME withou causing or suffering unacceptable
EMI. (JCSPub1-02).
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4. E3/SC IN THE ACQUISITION PROCESS
4.1 Requirements Generation System

The Requirements Generation System, as defined in CJCSI 3170.01, produces information for
decision-makers on the projected mission needs of the warfighter. There are anumber of key
requirements documents used by the DoD in the acquisition process. They promote a consistent
approach tostating the requirements. Requirements are generated in many different ways. they are
stated or derived; they are interrelated and interdependent; and, they must be traceable throughout.
Asstated in CJCSI 6212.01, requirements documents, such asthe Mission Need Statement (MNS),
Capstone Requirements Document (CRD), and Operational Requirements Document (ORD) must
address National Security Systems (NSS) and Information Technology Systems (ITS) policiesin
DoDD 4630.5 and DoDI 4630.8, including those for E3 and SC (see Appendix A). An operational
authority other than the user confirms the identified need and operational requirement. These
documents are discussed in the following paragraphs. They areto be considered in the context of

the overall Defense acquisition management framework, as defined in DoDI 5000.2 and depicted
below in Figure 2.

THE 5000 MODEL
" «  Process entry at Milestones
Technology Opportunities & A B, or C{o?w."thin phases)
User Needs

. Program outyear funding
when it makes sense, but ho
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Single Step or

Ewalution to Full

System Development

& Demonstration ‘
Pre-Systems Systems Acquisition Sustainment
Acquisition (Engineering and Manufacturing

Development, Demonstration, LRIP &

Production) ﬁm
MNS | ORD Recgrirentents Autfotity
e O PR A e

Relaionship to Reguirements Process

FIGURE 2. Defense Acquisition Management FrameworKk.
9



MIL-HDBK-237C
4.1.1 Mission Need Statement (MNS)

41.1.1 General

The MNS is aformatted non-system-specific statement containing operational capability needs and
written in broad operational terms. It describes required operational capabilities and constraintsto
be studied during Concept and Technology Development. Validation of the MNS is conducted by
an authority other than the user and may take place at different organizational levels depending on
the MNS origination and potential Acquisition Category (ACAT) level. The MNSisto be prepared
in accordance with CJCSI 3170.01 and CJCSI 6212.01.

4.1.1.2 E3/SC Considerations in MNS

From the MNS templatein CIJCSI 3170.01, aswell as CJCSI 6212.01, it is noted that both E3 and
SC must be addressed. In accordance with the MNS format in CJCSI 3170.01, E3 and SC should
be addressed in Paragraph 5. Constraints The fol lowing questions will be addressed in the Joint
Staff’ sreview of theMNS:

- Doesthe MNS address, when applicable, the EME in which the item will be operated?
- Doesthe MNS address spectrum boundary constraints and certification requirements?
If afforded the opportunity, it isrecommended that the following statement be included in the MNS:
“ Spectrum Supportability and Electromagnetic Environmental Effects (E3). The XXXX

must be supportable in the electromagnetic spectrum. The XXXX must not be degraded by
electromagnetic environmental effects.”

E3 problem databases like those of the DISA/JSC and the Services should be researched to deter-
mineif there are any E3/SC problems with existing systems and how they were resolved. Further-
more, the Mission and Threat Analysis section should include the projected friendly and hostile
EME, the Joint or Combined Forces EME, and the potential for an EMP threat, as applicable.

4.1.2 Capstone Requirements Document (CRD)

41.2.1 General

The CRD contains capabilities-based requirements that facilitate development of individual ORDs.
CRDs are intended to guide the DoD components in devel oping mission needs and ORDs for future
and legacy systems. They are developed for a Joint mission area. A CRD identifies operational
concepts, overarching capabilities, and requirements for the mission area family-of -systems (for
exampl e, space control, theater missile defense, and so forth) or system-of -systems (such as the
national missile defense system). It identifies criteria against which various combinations of sys-
tems can be evaluated. The CRD isto be prepared in accordance with CJCSI 3170.01 and CJCSI
6212.01.
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4.1.2.2 E3/SC Considerations in CRDs

From the CRD templatein CJCSI 3170.01, aswell asfrom CJCSI 6212.01, both E3 and SC must
be addressed. The following questionswill be addressed in the Joint Staff’ s review of the CRD:

- Doesthe CRD address E3?
- Doesthe CRD address SC and supportability?

It isnoted that the Threat section should include the projected friendly and hostile EME, the Joint
and Combined forces EME, and the potential for an EMP threat. Furthermore, E3 and spectrum
supportability should be addressed in the Capabilities Required section of the CRD.

4.1.3 Operational Requirements Document (ORD)

4.1.3.1 General

The ORD isaformatted statement containing operational performance requirements and rel ated
operational parametersfor a proposed concept or system. It is prepared by the user, or hisrepre-
sentative, beginning with Milestone B, and updated as the program progresses. The system pro-
posed for continued evaluation in later acquisition phasesis described in an initial ORD in terms
that define the system capabilities needed to satisfy the mission need. The requirements, stated as
operational performance parameters, aretailored to the system type and reflect system-level per-
formance capabilities, such as probability of kill, platform survivability, the timing of the need, and
so forth. The ORD provides a bridge that links the MNS and the contract specifications. In addit-
ion, the ORD isto show linkage and the contribution to the appropriate CRD operational require-
ments. The ORD isto be prepared in accordance with CJCSI 3170.01 and CJCSI 6212.01.

4.1.3.2 E3/SC Considerations in ORDs

From the ORD templatein CJCSI 3170.01 and CJCSI 6212.01, it is noted that both E3 and SC must
be addressed. The following questionswill be addressed in the Joint Staff’ s review of the ORD:

- Doesthe ORD address E3?
- Doesthe ORD address arequirement for spectrum supportability?

- Doesthe ORD identify arequirement to obtain HNA for equipment intended for operation
in an overseas area of operations?

- Doesthe ORD address natural and man-made environmental factors, such asthe EME?

Doesthe ORD address the safety issues regarding HERO?

Furthermore, the Threats section of the ORD should include a definition of the potential hostile
EME and whether the item isto survive an EMP threat. A description of the pulse can be found
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in MIL-STD-464 and 461. In addition, the System Performance section of the ORD should include
adescription of the natural and man-made expected EME. Furthermore, theCapabilities Required,
Other System Characteristics section should address the safety issuesregarding HERO, aswell as
E3 and spectrum supportability for systems and equipment.

Three sample E3/SC statements for the ORD are shown below. If afforded the opportunity, itis
recommended that they be included, as applicable, as THRESHOLD requirements. The first applies
to communications-electronics (C-E) equipment and is used to denote compliance with applicable
DoD, National, and International spectrum policies and regulations. The second isto be used to
reguire compatible operation. And, finally, the third would be used if ordnance safety is of concern.

- “Spectrum Supportability and Certification. All installed C-E equipment or systems,
including any CI/NDI subsystems shall comply with applicable DoD, Naional, and
International spectrum supportability policies and regulations. (THRESHOLD)”

- “Electromagnetic Environmental Effects (E3). The system or item shall be electromag-
netically compatible withinitself and with other systemsin its operational environment.
The operational performance should not be degraded by E3. (THRESHOLD”

- “Hazards of Electromagnetic Radiation to Ordnance. All ordnance items shall be
integrated into the system in such amanner asto preclude all safety problems and
performance degradation when exposed to its operational EME. (THRESHOLD)”

4.1.4 Advanced Concept Technology Demonstrations/Advanced Technology
Demonstrations (ACTDs/ATDs)

ACTDs and ATDs demonstrate the performance payoffs, increased logistics or interoperability
capabilities, or cost reduction potential of militarily relevant technology. ATDs are used to demon
strate the maturity and potential of advanced technologies for enhanced military operational capa-
bility or cost effectiveness, whereas ACTDs are used to determine military utility of proven tech
nology and to devel op the concept of operations that will optimize effectiveness. The results of
ATDsand ACTDs are reviewed prior to making a Milestone A decision. Therolesof ATDs and
ACTDs in the acquisition process are described in DoDI 5000.2. E3 and spectrum supportability
concerns should be addressed early in their developments. In preparing the ACTDSATDSs, the
following questions should be addressed:

- Doesthe ACTD/ATD address E3?
- Doesthe ACTD/ATD address arequirement for spectrum supportability?

- Doesthe ACTD/ATD address the safety issues regarding HERO, if applicable?
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4.2 Program Office Tasks and Products

4.2.1 General

Today, the military facesincreasingly more complex and challenging problemsin developing and
fielding platforms/systems or subsystems/equipment. Evolutionary acquisition strategies are the
preferred approach to satisfying operational needs, however, an appropriate balance isrequired
among key factors, such as operational needs, interoperability, supportability, and affordability of
aternative acquisition solutions. Appropriate E3 requirements must be imposed to ensure a desired
level of compatibility with other onboard equipment (intrasystem) and within the applicable exter-
nal EME (inter-system, RF, lightning, EMP, and p-static) and to address safety of personnel, ord-
nance, and fuel in these environments. Theimpact of the EME upon the operational capability of
military forces, platforms/systems, and subsystems/equipmert must be addressed during the acqui-
sition process. Furthermore, thereisalarge increase in the use of Commercial Itemsand Non
Development Items (CI/NDI), which are items that have already been devel oped and may be
capable of fulfilling operational r equirements either "asis" or with minor modification.

Itiscrucial that items be designed, built, and operated so that they are compatible with othersin
the operational EME. Many portions of the electromagnetic spectrum are already congested with
electromagnetic-dependent items; furthermore, thereisincreased competition for the use of the
spectrum by DoD, Government (non-DoD), and civilian users. In addition, new platforms/systems
and subsystems/equipment are more complex, more sensitive, and often use higher power levels.
DoD has had experience with items devel oped without adequately addressing E3. Performance
suffered when these items were fielded, communications were disrupted, radar range was reduced,
and the control of guided weaponswas|og. Performance degradation can result in mission failure,
damage to high-value assets, and loss of human life.

It is expected that programs will be managed in a manner consistent with the policies and principles
in DoDD 5000.1, DoDI 5000.2, and DoDR 5000.2-R. In addition, programs should be in compli-
ance with the E3/SM policies and procedures addressed in DoDR 5000.2-R, DoDD 3222.3 and
4650.1, and Office of Management and Budget (OMB) Circular A-11. This Section provides gen+
eral guidance for establishing aworkable and effective program to ensure that an end-item will
operate in itsintended EM E without causing or suffering unacceptable performance degradation
dueto E3. Inaddition, guidanceis provided to enable acquisition personnel to monitor programs as
they progress through the acquisition process in order to ensure appropriate E3/SC considerations
are addressed, including establishment of an E3/SC Working Level Integrated Product Team
(WIPT) (see 4.2.2.2). Specific E3 and SC concerns are discussed in greater detail in Sections 5 and
6, respectively, of this handbook.

4.2.2 E3/SC Considerations in Integrated Product Teams (IPTs)

42.2.1 General

The Secretary of Defense has directed DoD to perform as many acquisition functions as possible,
including oversight and review, using Integrated Product Teams (IPTs). IPTsareintended to pro-
mote teamwork by empowering their members, to the maximum extent possible, to make commit-
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ments on behalf of the organization or functional areathey represent. There are two types of IPTs:
Overarching IPTs (OIPTs) and WIPTS.

- OIPTs. OIPTsfocuson strategic guidance, program assessments, and the resol ution of
issues. They provide assistance, oversight, and review as the program proceeds through
the acquisition lifecycle. The OIPT iscomposed of the Program Manager (PM), Com-
ponent Staff, Joint Staff, and Office of the Secretary of Defense (OSD) staff principals
involved in oversight and review of the program.

- WIPTs. WIPTsfocuson particular topicssuch as cost, performance, test, or specific tech-
nical issues such as E3/SC. Integrating IPTs (11PTs) are WIPTs that coordinate activities
of the WIPTs and ensure that issues not formally addressed by other WIPTs are reviewed.
WIPTs are advisory bodiesto the PM and meet, as required, to help develop program ob-
jectives, review program documentation, and resolve program issues. WIPT responsibil-
itiesand activities can include:

Assisting the PM in devel oping strategic and program planning,

Assisting i n the establishment of the IPT plan of action and milestones,
Proposing tailored document and milestone requirements,

Reviewing and providing inputs to documents,

Defining the approaches to verify requirements including analysis, modeling and
simulation (M&S), and test and evaluation (T&E),

Establishing performance requirements,

Defining budget requirements,

Determining and assessing the feasibility of using CI/NDI, and

Assuming responsibility for obtaining approval from principds on issues, as well
as on applicable documents or portions of documents.

For complex, multi-discipline EM issues, and for platforms/systems or major subsystems/equip-
ment, an E3/SC WIPT, asdescribed in 4.2.2.2, should be established. Otherwise, E3/SC expertise
should be sought by program personnel to support the WIPT responsibilities listed above.

4.2.2.2 E3/SC WIPT

An E3/SC WIPT is an advisory body established by the PM to assist him in assuring that the plat-
form/system or subsystem/equipment under devel opment has spectrum support and will be electro-
magnetically compatible with itself and with the various aspects of the external EME. The E3/SC
WIPT isusually comprised of both Government and contractor personnel empowered with the
authority to make most decisions within their discipline while being held accountable for meeting
performance and cost requirements. The team is expected to make decisions among all partiesin a
cooperative manner as compared to the adversaria relationships between Government and contrac-
tor personnel that often existed in the past.

An E3/SC WIPT should be established for each program that is either designated as, or meets the
criteriafor, ACAT I or 1I, or when the end-item may affect, or be affected by itsintended opera
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tiona EME. E3/SC WIPTs may also be established for ACAT Il items when specified by the
individual Services and are so designated on a case-by-case basis. The E3/SC WIPT monitors the
E3/SC program associated with a project, provides assistance in formulating and implementing
solutions for E3/SC problems, and establishes high-level channels of coordination. The E3/SC
WIPT functions asamajor resource for review, advice, and technical consultation on all aspects of
the program involving E3/SC. It should be organized early in a program so that it can contribute to
thetrade-off studies of alternate concepts and to assess the impact of design, budgetary, and sched
uling decisionsrelated to E3/SC considerations.

42221 Members

The chairman of the E3/SC WIPT operates under the authority of the PM. Often, Government and
prime contractor personnel will co-chair the IPT. Membership will often vary over time depending
on the status and phase of the development and the various E3-related disciplines that are deemed
appropriate for a particular acquisition. E3 and SC specialists from various organizations, such as
acquisition offices, modeling or test areas, and subcontractors, may beinvolved. Specialistsin
other disciplines may also need to participate such as those with contracts, safety, or system inte-
gration backgrounds. The total number of membersis usually dependent upon the complexity of
the program. Industry participation must be consistent with DoDR 5000.2-R.

4.2.2.2.2 Responsibilities

Responsibilities of an E3/SC WIPT should be defined in acharter. The responsibilities of an E3/SC
WIPT may include the following:

- Establishing E3 performance requirements for the system or equipment, by drawing from
and tailoring existing military and commercia standards,

- Defining the flow of E3/SC requirements down to elements of the system,
- Defining and updating the various aspects of the external EME,

- Defining the overall requirements verification methodol ogy, including analysis, M&S,
and T&E,

- Preparing and updating the DD Form 1494, Request for Equipment Frequency Allocation,
for spectrum dependent systems and equipment,

- Defining E3/SC budget requirements,

- Providing E3/SC inputs to acquisition documents and reviewing program documentation
and contract deliverables,

- Assessing ordnance (HERO), personnel (HERP), and fuel (HERF) safety issues,

15



MIL-HDBK-237C

- Performing E3 analyses and tests to identify potential E3/SC problems and possible
solutions,

- ldentifying operationd limitations for E3 problems not corrected, and

- Evaluating the E3 impact of using CI/NDI on the overall performance of the end item.

4.2.2.2.3 Charter

The charter should delineate the responsibilities, objectives, membership, and operation of the
E3/SC WIPT, program authority, and rel ationships among participants for Joint procurements. The
charter should provide guidance for the WIPT to ensure that all pertinent E3/SC considerations are
being implemented and to establish confidence that the platform/system or subsystem/equipment
being developed can operate compatibly initsintended EME. The charter should include a purpose
and scope, adescription of the item being procured, its functions, intended uses, and installations.
The charter should also identify the E3 disciplines that are to be addressed during the program. The
charter should describe the responsibilities and role of the WIPT and its members and how itsre-
commendations will be handled, within the overall program. If thereis more than one E3/SC WIPT
involved in an overall program, such asfor individual subsystems/equipment and for the overall
platform/system, the rel ationship between the WIPTs should be clearly delineated. Specific cate-
gories of representatives, such as Chairman, Vice-Chairman, Secretary, and Members, should be
defined and each of their individual responsibilities and functions should be detailed. Technical
specialists, contractors, and consulting members who are technical support individuals that attend
only when requested should also be identified. The charter should describe in detail the activities
and required schedules and milestones that should be formulated for these activities. The charter
should delineate all of the documentation requirements to be provi ded by the WIPT. Finally, the
charter should state that the WIPT will document all decisions which may later have an impact,
identify essential E3 features or qualities such as special components and specialized installation
techniques, and identify, as appropriate, any E3/SC deficiencies and the risks associated with them.

4.2.3 Specifying Requirements in Solicitation Documents
4.2.3.1 General

Identification or, when necessary, preparation of the applicable solicitation documentsis akey part
of the acquisition process. Policies and guidelines emphasize that requirements in the solicitation
for hardware are to be stated in terms of performance or "what the product must do" rather than
"how-t0" produce the product. Specifications, Statements of Work (SOW), and Contract Data Re--
quirements Lists (CDRLSs), and Data Item Descriptions (DIDs) are documents used in solicitations
that become part of acontract. Itisessential that requirements be clearly articulated during the pre-
paration of these documents. Without specific attention to clarity during the development of these
documents, it becomes very difficult to evaluate proposals and to eval uate a contractor's perform-
ance after the contract has been awarded. The needs of the user should be clearly defined. The
success of a procurement action relies on the contractual documents being a true and accurate state-
ment of the user's requirements.
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4.2.3.2 Performance Specifications

4.2.3.2.1 General

Preparing an end item specification isakey part of the acquisition process. As noted above, DoD
policies emphasi ze that requirements should be stated in terms of performance or "what-is-necess-
ary" rather than telling a contractor "how-to" perform atask. The Performance Specification is
created from the ORD and should contain only performance-based requirements. It isthe function
a and technical description for the item being procured. It should address what the item should do,
the accuracy with which it should be done, the environment that it should do it in, and the required
interfaces. Contracting to a performance specification allows a contractor to become more efficient
in his operations, to incorporate product enhancements, and to reduce both direct and indirect costs
associated with hiseffort. A performance specification should state the requirements in terms of
results along with criteriafor verifying compliance, but without stating the methods for achieving
the required results. Performance specifications give a contractor the flexibi lity and freedom in his
design process to incorporate innovative approaches without being constrained by the specifications
or contractual issues, Government oversight, and contract administration. A discussion of appli-
cable military standards, and tailoring guidance followsin 4.2.3.2.2 through 4.2.3.2.4. (See Appent
dix A of this handbook for additional applicable E3 and SC documents).

4.2.3.2.2 Subsystem/Equipment Military E3 Standards

Subsystems/equipment should not be susceptible to conducted and radiated el ectromagnetic emiss
ionsthat could degrade or render them ineffective. Likewise, they should not be sources of EMI to
other equipment within the platform/system. Developmental EMI requirements for subsystems/
equipment, that is, conducted and radiated, emission and susceptibility (immunity) requirements,
aredefined in MIL-STD-461. Many of the requirementsin the standard are universally applicable
to all subsystems/equipment, regardless of end use, whereas a limited number of requirements are
structured to address specific concerns associated with the end platform/system. Tablesin the
standard define the applicability of the requirements. The requirements contained therein are not
to be applied to subassemblies of equipment such asmodulesor circuit cards. The requirementsin
the standard are to be used as a baseline and must be tailored to the specific item being procured.
Verification of the EMI requirementsis demonstrated by tests based on those also in MIL -STD-
461. The Appendix of the standard provides rationale and guidance for implementing and tailoring
the requirements contained therein. I1n addition, the Appendix should be consulted for detailed
guidance on tailoring and performing the required tests. Compliance with the equipment/subsystem
EMI requirements does not relieve the developing or integrating activity of the responsibility for
providing overall platform/system compatibility.

4.2.3.2.3 Platform/System Military E3 Standards

Developmental E3 requirementsfor airborne, sea, space, and ground platforms/systems, including
associated ordnance, are defined in MIL-STD-464. Ordnance includes weapons, rockets, explo-
sives, electrically initiated devices (EIDs), €l ectro-explosive devices (EEDS), squibs, flares, igniters,
explosive bolts, electric primed cartridges, destructive devices, and jet-ass sted take-off bottles.

The standard applies to complete platforms/systems, both new and modified. The platform/system
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E3 specification, although based on MIL -STD-464, must be tailored for the specific acquisition and
to the expected operational environment. Verification of the tailored E3 requirementsis done by
test, analysis, inspection, or some combination thereof, depending upon the degree of confidencein
the particular method, the technical appropriateness, associated costs, and availability of assets.
The Appendix to the standard provides rationale and guidance for implementing the requirements
and verification procedures contained therein. The basic requirementsin MIL-STD-464 are at the
platform/system level and deal with both the integration and operation of subsystems/equipment in
the platform/system, and with the operation of the platform/systemin its operational EME. The
requirements for intra platform/system EMC, inter-subsystem/equipment EMC, and EMV are uni -
versally applicable. Additional, specialized E3 assessments, such as lightning, p-static, HERP,
HERF, HERO, and EMP, may also be required, depending on the type of item being procured, its
mission, and its inended operational EME. Appendix A of this handbook should be reviewed for
other possible documents that could be referenced in a specific acquisition.

4.2.3.2.4 Tailoring

E3 requirements should be tailored to the specific needs of the mission and should be considered in
conjunction with program risks and costs when related to performance trade-offs. Tailoring isthe
process by which the requirements of a standard are adapted to the characteristics or operational
requirements of an item under development. Since each platform/system or subsystem/equipment
has its own requirements and characteristics, the general E3 performance requirementsin MIL-STD
-461 or 464, for example, may not be adequate. Quite often the requirementsfor itemsthat operate
in critical EME need to be made more stringent.

Tailoring involves modifying, deleting, or adding to the requirementsin abasic military standard.
Tailoring the requirements of a standard should either result in improved performance of the item or
reduce the item's development or life cycle costs without compromising the item's operational
capabilities. Tailoring the requirements of a standard does not constitute awaiver or deviation from
the document. Tailored E3 performance requirements should be reflected in the solicitation docu-
ments. The depth of detail, level of effort required, and the data expected should be defined when
tailoring the requirements. Subsequent tailoring of performance requirements may be requested or
recommended by a contractor but should be subject to Government approval.

Tailoring is an important step in preparing the SOW, CDRLs, and the requirement documents.
First, there should be an orderly process of reviewing al of the available specifications and stand-
ards and sel ecting those that are considered pertinent to the particular item. Then, theindividual
requirements from the sections and paragraphs of the selected standards, specifications, or related
documents should be evaluated to determine their suitability for an item's acquisition. Asrequired,
individual requirements should be tailored for the specific application and use of the item to ensure
an optimal balance between the item's operational needs and acquisition costs.

4.2.3.2.5 Examples

The following two paragraphs are examples of how to address E3 performance requirementsin a
subsystem/equi pment specification:
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- “EMI Control. The equipment shall comply with the applicable requirements of MIL-
STD-461."

- “EMI Test. The equipment shall be tested in accordance with the applicable test
proceduresof MIL-STD-461.”

Asan aternative, the specific, applicable conducted emission, radiated emission, conducted sus-
ceptibility, and radiated susceptibility requirements may be specified. A system/platform specifi-
cation will call out the specific, applicable, E3 requirements of MIL-STD-464 in asimilar manner.

4.2.3.3 Statement of Work (SOW)

While specifications state the performance requirements for an item, the SOW establishes the work
efforts that must be accomgished to successfully execute the contract and devel op and produce the
desired product. Thisdocument is used as an input to detailed management tools used to establish
program costs and schedules. Some sample wording addressing the E3/SC area that might be inclu
ded in acontract for asystemisasfollows:

- “The contractor shall design, develop, integrate, and qualify the system such that it meets
the E3/SC performance requirements of the system specification. The contractor shall
perform analyses, studies, and testing to establish E3/SC controls and features to be imple-
mented in the design of the item. The contractor shall perform inspections, analyses, and
tests, as necessary, to verify that the system meetsits E3/SC performance requirements.
The contractor shall prepare and update the DD Form 1494 throughout the devel opment of
the system for spectrum dependent equipment and shall perform analysis and testing to
characterize the equipment, where necessary. The contractor shall establish and support
an E3/SC WIPT to accomplish these tasks. MIL-HDBK-237 may be used for guidance.”

4.2.3.4 Contract Data Requirements List (CDRLS)

The CDRL isthe proper vehicle for describing and ordering non-hardware deliverables that result
from work tasked in the SOW. The SOW should direct the performance of any non-hardware-
associated work necessary to create the data used in adeliverable item, if the information isnot a
by-product of tests and verifications from the requirements of the specification. CDRLs are dis-
played on aDD Form 1423. The DD Form 1423 provides aformat that can be used to tailor the
details of the data being ordered to the needs of the project. A DID utilizing DD Form 1664 is used
to define each item on the CDRL. DIDs establish the content required for adata product. CDRL
entries other than DIDs can be tailored on the DD Form 1423 aswell asthe DIDs themselves.
When applicable, dataitems should be tailored to buy only what is actually needed for a project
while at the same time requiring essential efforts be performed and critical data be delivered. See
4.2.3.5 for applicable E3 and SC DIDs.

4.2.3.5 Applicable E3 Data Item Descriptions (DIDs)

DIDs are used for ordering various data products associated with hardware development. The most
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frequently ordered DIDs in subsystem/equipment procurements are associated with MIL-STD-461.
These DIDs are

- EMI Control Procedures DID No. DI-EMCS-80199B
- EMI Test Procedures DID No. DI-EMCS-80201B
- EMI Test Report DID No. DI-EMCS-80200B

Three DIDs associated with platform/system procurements are associated with MIL -STD-464.
They are:

- E3Integration and Analysis Report DID No. DI-EMCS-81540
- E3Verification Procedures DID No. DI-EMCS81541
- E3 Verification Report DID No. DI-EMCS-81542

Appendix A of this handbook should also be reviewed for other possible dat athat may be ordered.

4.2.4 Test and Evaluation Master Plan (TEMP)

4241 General

The TEMP documents the overall verification effort and T& E strategy of the program and identifies
the necessary DT& E and OT&E activities. It relates program schedule, test management strategy
and structure, and required resourcesto critical operational issues (COIs), critical technical para
meters, key performance parameters (KPPs), and operationa performance parameters derived from
the ORD, evaluation criteria, and major decision points. The TEMP translates the user’ srequire-
ments and capabilities essential to mission accomplishment, as stated in the ORD, into testable
COls, measures of effectiveness and performance (M OES/MOPs), and measures of suitability. It
further identifies the assets needed to perform the verification tasks, the proposed M& S efforts to be
employed, the general configuration of the tests, and overall verification schedule. Asnotedin
DoDR 5000.2-R and DoDI 4630.8, the TEMP must include at least one critical, technical parameter
and one operational effectivenessissuefor the evaluation of interoperability.

The mandatory format and procedures for the TEMP are provided in DoDR 5000.2-R. Itispre-
pared for the Program Office, usually by a T& E WIPT, with E3/SC inputs from the E3/SC WIPT,
and is updated as the program progresses.

4.2.4.2 E3/SC Considerations in the TEMP

The overall goals of the E3/SC portion of the test program are to ensure that E3/SC evaluations are
conducted during DT&E, and that E3/SC assessments are performed during OT& E that define, for
the milestone decision authority (MDA), performance and operational limitations and vulnerabili-
ties. The TEMP identifiesatailored program of T& E tasks to demonstrate that the applicable
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KPPs, critical technical parameters and COls are met and that the platform/system or subsystem/
equipment demonstrates effective performanceinitsintended operational EME. See4.3,4.4,and 7
for additional guidance.

4.2.4.2.1 Key Performance Parameters (KPPs)

KPPs are those system capabilities or characteristics considered essential for successful mission
accomplishment. Failure to meet the KPP threshold could cause the system selection to bere-
evaluated or the program to be reassessed or terminated. Typically, KPPsfor agiven system are
limited to amaximum of eight. However, in accordance with DoDR 5000.2-R, the Joint Staff must
ensure that all MNSs, CRDs, and ORDs contain a specific, testable, and measurable I nteroperability
KPP that will be verified during DT&E and OT&E.

As such, based on the interrel ationship of interoperability with E3 and spectrum supportability as
shown in DoDI 4630.8, it may be practical at timesto state E3 and spectrum supportability as
‘Capabilities that demonstrate the interoperability KPP. KPPs can have multiple capabilities that
must be verified during DT& E and OT&E.

4.2.4.2.2 Critical Operational Issues (COIs)

COlsare derived from the ORD, the technical characteristics, and performance measures and are
based on operational effectiveness, suitability, and interoperability issues. COlsaretypically
phrased as questions. It is unusual to have a COI dedicated to E3 or SC, but rather, there are
usually anumber of general onesthat can be written and talored to evaluate a number of technical
areas or operational environments. Examples of such general COlsare asfollows:

“Will the platform/system (or subsystem/equipment) detect the threat in acombat environ
ment at adequate range to allow a successful mission?’ (Note: In this example, the “com-
bat environment” includes the operational EME.)

- “Will the system be safe to operate in acombat environment?’ (Note: In this example,
electromagnetic radiation (EMR) hazards issues such as HERP, HERF, and HERO can be
addressed, as applicable.)

- “Canthe platform/system (or subsystem/equipment) accomplish its critical missions?’
(Note: Inthisexample, it can be determined if the item can function properly without
degradation to or from other itemsin the EME.)

- “lIsthe platform/system (or subsystem/equipment) ready for Joint and, if applicable, Com-
bined operations?’ (Note: In this example, the item must be evaluated in the projected
Joint and, if applicable, Combined operational EME.)

42.4.2.3 Test Limitations

Test limitations such as platform availability, test equipment, and personnel may lead towards the
use of M& Sfor the required verification effort. The Service E3 offices and the DISA/JSC can be
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consulted to determine the availability of such capabilities. Also, see Appendix C of this guidefor
Services' test facilitiesand capabilities. 1n addition, recent reallocation of the electromagnetic
spectrum from DoD and Government use to the private sector may preclude operation of the system
on specific frequencies. Approved frequency allocations must be obtained for the devel opment and

procurement of the item, whereas the Service Operational Test Agency (OTA) isresponsible for
obtaining frequency assignments for equipment operated during operational testing.

4.2.4.2.4 Content

Asnoted above, content requirements for the TEMP are defined in DoDR 5000.2-R. In preparing
and reviewing each part of the TEMP, the following issues and questions should be addressed:

- Under System Introduction:

Aremeasures of effectiveness and suitability established for E3/SC requirements
that are addressed in the ORD?

IsE3identified asacritical operational effectiveness and suitability parameter?

Are MOEsand MOPs stated and evaluation criteriaand data requirements defined
for COlsthat include E3/SC considerations?

- Under Integrated Test Program Summary

Isthe schedule for E3 verification eventsidentified?

IsT&E responsibility for E3 verification established by organization?

- Under Developmental Test and Evaluation Outline

Has emission and susceptibility testing been planned for subsystems/equipment in
accordance with MIL-STD-461 or commercial EMI standards, as appropriate?
AreE3tests planned for CI/NDI?

Have platform/system E3 verifications been planned in accordance with MIL-STD-
464? (Notethat EMI, EMC, and EMYV testing should be required for all platforms/
systems, whereas special E3 T& E efforts such as HERO, HERF, HERP, EMP, light-
ning, and p-static may be required on a case-by-case basis, as noted in the ORD,
TEMP, or contract documents.)

= Under Operational Test and Evaluation Outline

Do COlsinclude E3/spectrum supportability issues?
Have intra and inter-subsystem/equipment E3 verifications been planned?
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Have intra-and inter-platform/system E3 verifications been planned?

Are specia E3 verifications required, depending on theresults of DT& E?

= Under Test and Evaluation Resource Summary
Have adequate resources, including M& S, been identified for the following efforts?

Subsystem/equi pment emission/susceptibility testing,
Testing of CI/NDI,

MIL -STD-464 verifications,

Operational Intraplatform/system EMI evaluations, and
Operational Inter-platform/system EMI evaluations.

E N R R B

4.2.5 C4l Support Plan (C4ISP)
4.2.5.1 General

The C41SP is an acquisition document that responds to an ORD or MNS. It respondsto these
requirements by describing a suitable weapon or component under development, a concept of
operation, and required C4l support for theitem to function. The planisto be prepared for all
weapons systems or programs that interface with C4l systems. Itisto include asystem description,
operational employment concept, derived C4l support requirements, and potential C4l support
shortfalls and proposed solutions. The plan is upgraded prior to each Milestone decision. It pro-
vides the mechanism for acquisition officialsto identify, coordinate, and resolve C4l supportability
concerns early in the acquisition life cycle and before production and fielding of a system. The
C41SPisrequired by the DoDR 5000.2-R and OSD memo of 1 May 1997, Requirements for Com-
pliance with Reform Legislation for Information Technology Acquisitions (Including National
Security Systems). The memo requires E3 and SM be addressed in the C41SP at each Milestone.
Content requirements for the C41SP are defined in DoDR 5000.2-R, with additional guidance in the
Defense Acquisition Deskbook.

4.25.2 E3/SC Considerations in the C4ISP

The following criteriawill be addressed in the Joint Staff’ s review of the C4ISP:

- Under C4l Support Requirements, have the communications needs, including spectrum
certification, supportability, HNA, and bandwidth requirements been identified?

- Under C4l Support to Testing, has the operational EME been identified to allow for
realistic test and eval uation?

- Under Potential C4l Support Shortfalls and Proposed Solutions, has the impact of the loss
of aplanned command, control, or communication link as aresult of an unresolved SM
issue been identified?
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4.3 Verification of Performance

4.3.1 General

Verification of performance requirements can be accomplished through a variety of approaches.
The item should be continually assessed through the design and development process, as to whether
it will satisfy itsrequirements. There are contractual issuesthat will arise regarding the specificat-
ion imposed on theitem. Thereisalso alarger picture asto whether the user’ s needs are actually
being satisfied, as demonstrated through OT& E exercises. Various tools such asinspections, anal-
ysis, M& S, testing, and evaluation all contribute to the verification effort.

Performance requirements are essentially verified through an incremental verification process.
“Incrementa ” impliesthat verification of compliance with requirementsis a continuing process of
building an argument, or audit trail, throughout development showi ng that the item satisfiesthe im-
posed performance requirements. Initial engineering design must be based on analysis and models.
As hardware becomes available, testing of components of the subsystem can be used to validate and
supplement the analyses and models. The design evolves as better information is generated. When
the system is actually produced, inspection, final testing and follow-on analyses complete the incre-
mental verification process. It isimportant to note that testing is often necessary to obtaininform-
ation that may not be amenable to determination by analysis. However, testing is often used to de-
termine afew data points with respect to a particular interface requirement, with analysis and asso-
ciated simulations, filling in thepicture. The selection of test, analysis, inspection, or some com-
bination thereof, to demonstrate a particular performance requirement is generally dependent on the
degree of confidence in the results of the particular method, technical appropriateness, associated
costs, and availability of assets. For example, verification of subsystem/equipment EMI require-
ments must be demonstrated by tests because analysis tools are not available which will produce
credible results.

The following section discusses analysis and prediction aspects of E3/SC. Testing strategies asso-
ciated with verification are addressed in detail in Section 7 of this handbook.

4.3.2 E3/SC Analyses and Predictions

4.3.2.1 General

Itisessential that E3/SC analyses and predictions be employed in the planning, design, develop
ment, installation and operation of electronic subsystems/equipment and platforms/systems. These
techniques are necessary to:

- Demonstrate that the required level of performance has been, or will be, achieved, and,
- Toshow efficient use of the frequency spectrum.
Analyses and predictions are used to identify, localize, and define potential E3/SC problems and
possible solutions. They should be employed as early in aprogram as possible, before there are

significant expenditures of time, effort, and money. E3/SC analyses are critical inidentifying and
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resolving potential problems during development and ensuring compatibility in the operational
phase of the program. The analyses provide essential information to guide the selection of appro-
priate courses of action to correct problems. Finally, the need for performing these analysesis
closely related to the SC process as described herein.

4.3.2.2 E3/SC Analyses and Predictions Throughout the Acquisition Life Cycle

E3/SC analyses should be conducted and continually refined throughout the item’slife cycle, as
the operational EME is updated and as technical characteristics of the end-item become available.
These analyses are typically performed at an increasing level of detail during each stage of the de-
velopment life cycle. For example, early in Concept and Technology Development of a spectrum
dependent subsystem/equipment, the technical feasibility of using one or more potential frequency
bands and waveforms should be evaluated. Theinitial analysis should evaluate the suitability of
aternative frequency bands and waveforms. Thistype of study will:

- ldentify frequency bands already allocated for the type of service within the geographic
areasof intended use,

- Determinethefeasibility of using a proposed waveform in the allocated bands, and

- ldentify issuesthat may enhance or preclude the ability to obtain afrequency allocation.

The E3/SC WIPT can provide specific advice on the EME to be considered in the analyses, the
organi zations capable of performing the analyses, schedule concerns, and required test measure-
ments. Analyses should be conducted to determine if any of the following E3 problems are likely
to be encountered:

- Within or between subsystems/equipment on a platform/system, for example, intra
platform/system or inter-subsystem/equipment problems,

- Between elements of the platform/system and elements of other platforms/systemsthat are
likely to be operating in the same general area, such as, inter-platform/system problems, or

- Between elements of a platform/system and the EME in which they are to be operated.

These analyses usually rely on assumed or typical characteristics for the individual subsystem/
equipment of aplatform/system. The results from these analyses should provide the information
needed to:

- Determine the most suitable frequency band(s) and subsystem/equipment parameters such

as transmitter power, antenna gains, receiver sensitivity, type of modulation, rise times,
information bandwidth, and so forth,

- Define E3 performance requirements, and

- ldentify potential E3 problem areas and the risk involved if corrective action is not taken.
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The E3 control characteristics of the proposed item should be evaluated against other existing and
planneditemsin the EME, including natural, friendly, and hostile sources, and Joint and Combined
operating forces. Thiswill quickly identify the items operating in the EME that could cause EMI
to, or could be degraded by, the proposed item. Estimated parameters and analytical techniques can
be used to determine the degradation criteria. Careful application of E3 analysis and prediction
techniques at the appropriate phases of an item’slife cycle should ensure the required level of E3
control is defined without having either the wasteful expense of over-engineering or uncertainties of
under-engineering. Asthe program progresses, more detailed characteristics of the item will be
available. Early E3/SC analyses should be refined, based on these characteristics and the most
recent EME definitions. As measured subsystem/equipment characteristics are determined, earlier
analyses may be refined. Availabletest datafor interference interactions should also be fed back
into the E3 analysis. The main goal, at thistime, isto resolve all potential EMI interactions. The
results of thisanalysiswill be critical for obtaining approval of thefinal DD Form 1494.

Additional E3/SC analyses should be performed, as required, during the Production and Deploy-
ment and Operations and Support Phases. These may be required because of:

- System modifications,

- Reported inadequate performance,
- Changing EME, or

- New mission requirements.

When a modification to an item is planned, an analysis should be performed to determine whether
the modification affects the E3 characteristics of theitem or othersinthe EME. A new EME may
have to be considered; platform/system E3 requirements should be reviewed and updated, asre-
quired. If E3issuspected as possibly causing performance degradation after an item has been
fielded, then an E3 analysis may help identify the cause. Corrective action can be taken, then, to
resolve the problem. If the mission requirements of the item are modified either by a new plat-
form, additional geographic locations, and so forth, the data describing the EME must be updated.
Then, an E3 analysis should be performed to determine the compatibility of theitem in the new
EME. Guidance throughout development is available from the E3/SC WIPT, the DISA/JSC, and
the Service E3/SC points of contact noted in Appendix C.

When an item is deployed in its intended operational EME, E3 should be considered from various
operational aspects such as siting effects, frequency assignment(s), effective radiated power limits,
and antenna coverage. Operational inter-platform/system E3 control is generally achieved through
frequency management, time-sharing, and distance separation. Usually, at this time, personnel
responsible for compatible system operations should be mostly concerned with the interaction of
system elements, both with each other and with elements from other systems, and less with the
internal characteristics of the elements. E3 problems during operation generally invol ve signals that
are coupled among elements of either the same or different systems.
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4.3.2.3 E3/SC Analysis Process

There are anumber of different applications for which E3/SC analyses are performed. The methods
and procedures utilized are dependent upon the application and the results desired. In general, the
analysis process to be used depends on the specific application, the accuracy and completeness of
available data, and the costs to perform the analysis.

4.3.2.4 Cost of Analysis

Cost is an important factor that should be considered when sel ecting the specific techniques that
will be used for E3/SC analyses. The costs for devel oping the approach, method, and procedures
for E3/SC analyses, along with the manpower required to conduct the analyses, can vary consider-
ably. The cost depends on anumber of factors, including: the type of problem being addressed; the
number of itemsinvolved; the accuracy and completeness of the data available; and, the need to
evaluate the impact of E3 on operational performance of an item or itsoverall mission.

4.4 DOT&E Policy Memorandum of 25 Oct 1999

4.4.1 General

E3 hasthe potential to adversely impact operational performance and effectiveness of military
forces, equipment, and systems. Today’s complex military operational environment isalso char-
acterized by an increasingly crowded electromagnetic spectrum, coupled with areduction of the
frequency spectrum reserved for exclusive military use. Additionally, the mix of DoD systems
along with CI/NDI increases the importance of effectively managing E3 and spectrum usage in the
battle space. Itistheresponsibility of Program Officesto assure, and of OTAsto validate the
readiness of systemsto befielded into this environment. Acquisition programs havetraditionally
evaluated E3 in narrowly scoped operational scenarios. Moreover, operational evaluations have
been limited to:

- Intraplatform/system environmentsrather than inter-platf orm/system environments,
- Single Service participation in testing rather than multi- Service, or
- Single mission areas rather than multiple mission areas.

A number of Joint operations have uncovered instances of E3 problems between operational forces
that resulted in restricted operational employment, impacted mission effecti veness, and even inad-
vertent losses suffered by friendly forces. Furthermore, peacetime deployments to host nations are
failing to consider the private and commercial use of spectrum in those nations. Early operational
assessments are needed to focus on these issues from the onset of the development cycle. DoD
must reduce the impact of interference, avoid the cost of mitigating modificationsin thefield, and
ensure the warfighter is cognizant of the systems’ vulnerabilities and limitationsin these areas.

The DOT& E policy memo isintended to more clearly define therole of OT& E inidentifying
potentially adverse E3 and spectrum availability situations. The policy isintended to make PMs
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and OTAs aware that the DOT& E plans to assess this areamore systematically. This policy en
compasses all aspects of E3, but emphasizes EMC/EMI and HERO. The policy memo also focuses
on limitations to operational performance caused by restrictions on spectrum availability. The
memo was effective immediately and applied to all DOT& E oversight programs. It was applicable
to programs at the time of approval. Programs already underway were to incorporate this approach
during their next TEMP approval cycle.

4.4.2 Responsibilities
The following are some of the resporsibilities delineated in the DOT& E memorandum:
4.4.2.1 DOT&E Responsibilities

DOT&E will:

- Review System Threat Assessment Reports, ORDs, TEMPs, test plans, test concept
briefings, and test reports to determine the adequacy of E3 testing.

- Ensurethat E3 issues are satisfactorily reviewed by program acquisition IPTs.

- Review Services evaluation approaches, including M& S, small-scale tests, and appro-
priate chamber and laboratory tests.

- Leveragethe evauation of E3impacts during large-scale field training sessions.

- Review Services' early assessments to identify and understand those situations where E3
and spectrum limitations would likely affect mission accomplishment.

- Review the status of the frequency allocation process and share datawith theOTAS.
- Review E3 engineering assessments and qualification test plans and results.

- AsE3issuesrelated to fielded systems arise during OT& E or during large-scale training
exercises used to complement operational tests, report these issues to the appropriate
agenciesfor resolution.

4.4.2.2 OTA Responsibilities

OTAsareto:

- Work in conjunction with the DISA/JSC, the Defense Intelligence Agency, the system
user, and others as appropriate, to conduct early independent analyses of potential E3
issues and review the resolution of these issues.
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= Conduct early operational assessmentsthat consider the intended operational EME, includ-
ing storage, training, transportation, staging, and conduct of the battle in single Service,
Joint, and International deployments.

= Include E3 and spectrum availability assessment issues as a standard presentation at
Operational Test Readiness Reviews. These assessments should include the operational
impact of any waivers and results of analyses normally accomplished as part of the DD
1494 and SC review process.

4.4.2.3 PM Responsibilities
PMs areto:
- Ensurethat E3 T& E efforts receive adequate funding, and

- Ensurethat E3 issufficiently addressed in TEMPs sinceit will receive close scrutiny
during the TEMP approval process.

4.4.3 Process

To accomplish the objectives of the policy memo, a process and a number of actions are required
throughout the acquisition by DOT&E, the Program Offices, and OTAs. DOT&E, with the support
of the DISA/JSC, will define OT& E E3 evaluation criteria and evaluate the testing and analyses
results to define any limitations and vulnerabilities as aresult of E3 and spectrum supportability
problems. The information necessary to make these determinations will be gathered throughout the
procurement process and should all be available prior to Milestone C. Theinformation required to
perform the OT& E E3/SC assessmentsis shown on Table4 of this handbook. Items 1-8 on the table
areto be provided by the Program Office, whereasitems 9 and 10 are the responsibility of the
OTAs. Ashardware becomes available, tests on components of the platform/system or subsystem/
equipment can be used to validate and supplement the analyses and models. When hardware is
actually produced, inspection, testing, and follow-on analysis of potential problems previously
identified complete the process. Additional guidance may be obtained from the DISA/JSC.

4.5 Commercial Iltems and Non-Developmental Items (CI/NDI)
Use of CI/NDI provides a cost-effective aternative to what can be a costly and time consuming
design process and takes advantage of the latest technology. However, there needsto be an
increased awareness of the limits associated with the use of these itemsin the military EME.
A commercial item isany item customarily used for non-government purposes and has:

- Beensold, leased, or licensed to the general public,

- Beenofferedfor sale, lease, or licenseto the general public, or

29



MIL-HDBK-237C

- Evolved through advances in technology or performance and is not yet available in the
commercial marketplace, but will bein timeto satisfy the delivery requirements of a
Government solicitation.

NDI isany item previously developed and being used exclusively for Governmental purposes by
another DoD or Federal Agercy, a State or local Government, or aforeign Government with which
the U.S. has a mutual defense cooperation agreement.

CI/NDI should meet the basic operational requirements and function in the intended operational
EME. Commercial items, NDI, and developmental acquisition programs all should address logis-
tics support, test and evaluation, reliability, maintainability, E3, and safety issues. Furthermore,
evidence of spectrum supportability and approval to operate in itsintended environment, including
overseas theaters, is aso required for Cl. From a SC standpoint, there may be a potential problem
with the military using commercial equipment, particularly on commercial frequencies. A DD
Form 1494 must be submitted to the military Service'sfrequency manager for approval. The
commercial equipment procured by the military may only be operated after approval has been
granted by the NTIA. On the other hand, the rulesfor the operation of leased Cl operated by the
military are different. (See Section 6 of this handbook.)

4.5.1 Policy

Federal and DoD acquisition policies dictate that all material requirements should be satisfied to the
maximum extent practicable through the use of CI/NDI when such products will meet the user's
needs and are cost-effective over the entirelife cycle. Acquisition proceduresfor CI/NDI are
neither new nor significantly different from established acquisition procedures. The objectiveisto
obtain best value in meeting an item's requirements. Market research and analysisshould be con
ducted to determine the availability and suitability of existing CI/NDI prior to the commencement
of adevelopment effort, and prior to the preparation of any product description. The desired
performance requirements should be defined in terms that enable and encourage offerors of CI/NDI
an opportunity to compete in any procurement to fill such requirements. CI/ NDI acquisitions
require flexibility, innovation, and practical trade-offs between performance, supportability, cost,
and schedule. The acquisition process should be tailored to the unique circumstances of an
acquisition in order to provide the greatest benefit to the Government in terms of overall cost,
product quality, timeliness of delivery, and supportability.

4.5.2 Operational Requirements

The use of CI/NDI presents a dilemma between the need for imposing E3/SC controls and the
desire to take advantage of existing designs, which may have unknown or undesirable EMI char-
acteristics. Blindly using CI/NDI carries arisk of E3 problemswithin the platform/system or sub-
system/equipment. CI/NDI should meet the operational performance requirements for that equip-
ment in the proposed installation. Asa practical matter, the limitations of ClI should be recognized.
For example, Cl are generally not designed to operate in the harsh military EME and in many
instances lack sufficient emission control or susceptibility protection such that severe EMI can
result from co-located C4l systems, other onboard el ectronic/electrical systems, oremitters on other
platforms. Experience has shown that effortsto resolve these EMI problems may be time consum-
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ing, difficult to implement in the field and expensive for the Government, oftentimes with marginal
results. Also, NDI may be designed for ore environment but selected for use in another. Each
potential use of CI/NDI needsto be reviewed for the actual intended usage, and a determination
needs to be made of appropriate requirements for that application.

45.3 Assessment of CI/NDI

Since CI/NDI isalready designed, it isessential that the intended EME and required E3 perform-
ance characteristics of each candidate item be assessed. Modificationsrequired to correct E3 prob-
lemsin an operational Cl can be time consuming and very costly. E3 problems can present a poten
tially hazardous situation resulting in loss of life, damage to hardware, or degradation of mission
performance capability. To mitigate the risk, an assessment should be performed to evaluate the
planned EME and the equipment’s EMI characteristics. This can be accomplished by reviewing
existing test data, reviewing the equipment design, or with limited EMI testing. If theitem was
designed to acommercial standard, or to one from another Government agency, there may be
existing EMI test data. That data, if available, should be reviewed to determineif theitemis suit-
able for the particular application or intended installation. |f datais norntexistent, or does not allow
comparison with the applicable MIL-STD-461 requirements, limited laboratory EMI testing should
be performed to provide the data necessary to do the comparison. If, after evaluation of the EMI
data, it is determined that the equi pment would not satisfactorily operate in theintended EME, then
itistheresponsibility of the procuring activity to implement modificationsto or to select another
equipment with adequate characteristics. Be advised that thereis no commercia standards equiva-
lent to MIL-STD-461. Furthermore, evidence of spectrum supportability and approval to operate in
itsintended environment, including overseas theaters, isalso required for CI. In other words, Cl
still must go through the spectrum supportability processif it isto be operated by the military.

4.5.3.1 Commercial Specifications and Standards

Not all CI/NDI will function properly in the military EME. Most commercial E3 documents are
inadequate for military platforms (that is, they do not stipulate susceptibility/immunity performance
requirements, do not address the concern of commonrmode EMI, and so forth). Comparing mili-
ary and commercial EMC performance requirementsisafirst step in determining if:

- Useof CI/NDI ispractical,
- Moretesting isrequired, or
- Whether the equipment must be hardened.

4.5.3.2 Comparisons

Items successfully tested to commercial E3 requirements may meet aportion of the military E3
requirementsin MIL-STD-461 or MIL-STD-464, as appropriate. Being able to compare military
and commercial specifications/standards can save an appreciable amount of effort and money when
qualifying CI/NDI for military applications. In order to make useful comparisons, the minimal E3
performance requirements essential for mission effectiveness should first be established by tailoring
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MIL-STD-461 or MIL-STD-464 to the specific application. These E3 performance requirements
should then be compared to the E3 requirements of the specifications/standards that were used to
develop the CI/NDI that is being considered for procurement. When acommercial E3 requirement
is equivalent to, or more stringent than, aMIL-STD-461 or 464 tailored requirement, it can be
assumed the CI/NDI satisfies the military E3 performance requirement. |If thereisno equivalent
commercial E3 requirement, testing in accordance with MIL -STD-461 or 464 should be conducted
to demonstrate whether the CI/NDI E3 performance isin compliance with the established perform-
ance requirements. Information to assist in comparing major National and International commer -
cial EMC standardswith MIL-STD-461E is provided as Appendix D of this handbook and in the
detailed report EPS-0178.

45.3.3 Alternatives

Several alternatives exist when E3 assessments or the testing of CI/NDI demonstrates that the
equipment or system cannot meet its E3 performance requirements. These include:

- Shielding or isolation of theitem,
- Frequency management,
- Filtering,

- Blanking,

- Reassessing the existing mission profilesto determine if the CI/NDI E3 performanceis
acceptable, or

- Abandoning the CI/NDI acquisition strategy when the E3 parameters of available CI/NDI
arefar inferior to the requirement.

4.6 Matrices of E3/SC Tasks and Applicable Documents

Table 1 shows the checkpoints during the acquisition life cycle where E3/SC requirements and
issues can be reviewed.

Tables 2 through 4 provide guidance and checklists to ensure that E3/SC are adequately considered
as the program progresses through the acquisition process. A checklist is presented for each mile-
stone decision point. If the source document does not provide the necessary information, the issues
should be raised at appropriate forums, such as |PT meetings, to obtain the required information.

Table 5 conta